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Abstract

A replay attack is a form of network attack in which a valid data transmission is mali-
ciously or fraudulently repeated or delayed. It is mainly used in the identity authentication
process and destroys the correctness of authentication. In this paper, I analyze the replay
attacks that exist in the zero round-trip time protocol used in the transport layer proto-
col. Programming to implement a simple transport layer protocol, then I reproduce the
relevant replay attacks by programming and implement four methods to resist the replay
attack protocol. The methods are as follows. First, examine whether the Ticker sent by
the client to the zero round trip expires. Second, examine whether the Ticker sent by
the client to the zero round trip is used. Third, make the server only accept zero rounds
of idempotent requests. Fourth, add an Early-Data request header to inform the server
that this request is an early data request, allowing the server to determine whether to ac-
cept early data based on actual conditions. After testing and analysis, I conclude that the
combination of the first, the second and the fourth method can achieve the best effect,
ensuring that the server can process the early data normally without being affected by the
zero round-trip time replay attack.

Keywords: 0-RTT, TLS 1.3, Early Data, Replay Attacks
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4. cipher_suites: M P sC RPN B H IR IR S
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FASH, 851t Handshake Secret 2547 5 i 3= %54 Master Secret,

T i 3 %54 Master Secret 5 HiX JL/~%%4 : client_application_traffic_secret:
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HAtN_MAX /T 8 D71 ABEAD BiE A TLS —EfE . FrAnEH TLS
TSR AT ARE ST, A4 K TLSCiphertext YK/ N SXMME0E SO A IR R B
R R/ IN e A2 il TLSCiphertext 3T5 sy, SEILUT AT AGEHE S . AERHYIC
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W55 4 MRS5dasm eIl 20 %5 - 3im A&k [ ClientHello Ji5, 12612825 F 0 S Y IR &

12



WICH H K E N TUR

P, AR eS8 (4 B RD, R B SR RPRA, J8)5 % P i & okl
>k ClientHello H1 1] key_share #f J& Hride 456t b FOMR [ i 26208, FF HAAHTHE I
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Hello 5, M key share 4fJ@ iUt iR 55 45 A IR A5H, 5 H ORI S5
B, BRI ES. Ed— K5I HKDF pREGTHE S H BT ROy% i
HIHR 55 i iy early_secret FIHRF HH R H T2 A AH R, K RT A J5 223k HKDF
BRI A S B0 Y Y S A2 A [F B . A&k Finished HEE, 528 I BN E T
o 1# i master secret f1EEME T EL, 1144 resumption secret, fi 55wl 2
% il Finished JE 25, 1@ IGUESS . [AFFTT5 resumption_secret, #2F5¢ 2
5. MRE25 0] LALE LA P2 I %) & 4 NewSessionTicket, NewSessionTicket {ifi FH
server_application_traffic_secret /1%

FEMEHY Ticket /1, AHLL TLS 1.2, A5 7 Y FTHI GRS [A],  RUA] LT Y
MC B RIS 1IE Ticket HYRLHANT E]. £ PSK B T-H1, —HANWKIET AR, Mo
Uik RE4S 25 1 i A0k — D S AR PN LAY PSK, XK B ATIKIR T & H
Uiy A] AR SR 4 T HR Al 3% PSK QSRR G5 gtz 1% F i &1k B9 PSK, I
WL B U FUARERCE, I HAAHMARIIRIRE T S R &Sk 5| 5
IEPESTTA @ e 28 T PSK AJ LY (EC) DHE ZH5c#—Ei MM, LHEftS
S HPAMEE S RIATR O, B AT DA A, DA OR A P AR

kS5t PSK T SR R UERT, B A & i% Certificate of Certificate V-
erify JH 5o 4% F il PSK KA NS, Bib 1% MRS ds it fit— 1 key_share 4™
J& . ARV 55 g B 26 102 0 T Z BT R REAS , AR 2, LUK 2 56 24
Fo RS54 H pre_shared_key 47 R HEAT IR 1Y LAH 6 ] PSK B gH 3N, FFH AT LA
M key_share 4" 2. (EC) DHE & 8HEN, MIMEEBERTIAORES o 25 iy 1l
I PSK AT T, %1% 1> psk_key_exchange_modes §" . X" fRIETEZ
& P AN SRl A X e U PSK. Xt BRI T #E3X 1> ClientHello Hrf2 A1
PSK e, R 1 IS5 a% mid ik NewSessionTicket f2 /1) PSK [ {li ] 0-RTT
P2 51 1-RTT: I 554540 46 PSK 48 T, ServerHello AN\ pre_shared key, i 55
eavmdE 4 early data. ServerHello FHfji \ T pre shared key {H 2 Encrypted Extension
HSCHATI early_data
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3.3 FRERFKIMUNA

T B L (FETRIFR O-RTT) £2 TLS 1.3 Hpslfi— SR ke, 7
MZEEAE s 5 0% Ay ClientHello — e A X 2RSS, AT ER - IR GT
ar AR RS, RETRTH U ANEGE . HA O-RTT 2 YAy Fif B 551

1. RES#SAEFT— IR 28R T-H0 , %1% T NewSessionTicket, 7 H NewSessionTic-
ket FH{ZAT max_early data size § BN R E A7 early data, QIR EAEX N E,
0-RTT Joii S

2. {£ PSK Z=ifi{i & 193t #Eh, ClientHello B4 R HHACE [ early_data §fi2, 3£
ANE P AR BT O-RTT 45430,

3. RS wsAE A& 0-RTT [y ClientHello H % 1% 1Y Encrypted Extensions JH 5 H 14
iy | early data 3 BN [E)Z 12 early data,

0-RTT {4 T Kk 44t

L AR S — IR IR TR

2. BB AR TR AR T PSK A early_data 4 &

3. M55 dni il early_data. O-RTT T H e 2475 7 s M1 55 el S 4
TLS 1.3 i, % P S i 2 Ik 55 a0k i >k () NewSessionTicket, FlidEd H 2 &
1% Finished 511155/ Resumption Secret, W& —EL2H i, PSK.,

& Pl 2| NewSessionTicket 152 , I EI1Y Ticket FI% F ¥ A b % 3% Fin-
ished J1 5. 5114519 resumption_secret, W& —#E4l% T PSK, #4i% PSK ZZ{FE A
Hi, ServerName ENZEAFHY Key, ZefEINf AT LU 7 Ko [ Tl E
[, %% PR A HI 2B A7 Th & 4K ServerName X[ [ PSK, 75 & %4 ClientHello [
PSK " Erf, PSK B & 04y . Identity 1 Binder, . Identity J2& R 5545
KiEiL >k NewSessionTicket H1j1%5 1 Ticket, Binder 72—/~ HMAC, &M ZHi%
P 434 Finised 11 %1 Resumption Secret 51 early secret, T3 H binder key
F1 binder mac key, {#i [ binder mac key X /{14 PSK #5431 ClientHello 114
HMAC,

Jzi% ClientHello Ji5, f#i ] resumption secret 5 H [ early secret [][1%% early data
5 Rk o IR 244 M ClientHello HrE6IE Binder, 243 3iF @5 B, £ F PSK iE i HKDF
PRELS VD, SRR R NI A A SR early_datao Ji 55 e % ¥ ClientHello
25, “Ehki key share, f&#r ClienHello i) PSK §" &, fi#%% Ticket, It Ticker %
P AAH AR, BIRSSaRREIERIFEE, QREAER1X Ticket 2 M, &%

7
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P R B S T 45 SR 7T 1T, S8J (] Ticket £l resumption_secret
118 ClientHello ) HMAC, #&# Binder /&7 IEfff. JoiF5E Ticket F1 Binder 2 )7,
FI% P —FF, M resumtion_secret H1-5 | EarlyData fifi FH Y %8H , S8 )5 A2 %5 F Ui
JZ ikt kA EarlyData,

k1% ServerHello 7R T PSK BEATHR T, LANWRA PSK. £/ 55 %, TLS
1.3 Hfdi i 29 resumption secret 51 early data AY%4H, (H2 2 J5H93E T
FHEEA MmN DH B89 —kK 2. W55 4+ 4E Encrypted Extensions H-
RIK T early data 47 fi%, W S AR E IR 55 4 Y Finished V5 2 /5 %4 1% End-
OfEarlyData 755 . WS AR S5 287% A 1E EncryptedExtensions H1% 1% early data § &2,
W% P2 ANRE & 1% EndOfEarlyData JH /5. W F %5 F 3 & 1% ) EndOfEarlyData
Jo, DMRE N RS, RS20 CA8%i5¢ 7 i 0-RTT application_data {5
B ERA). WESARERIEIINEE, Client IR R TIXKIHE, A2 27mff
H unexpected message” alert 15 5 2% 1R, IXSETHEHF M client early traffic -
secret FFYRAE HR IV BRI TR ORAT e 2 ULSER T 1% 0-RTT 23 IE WA 191 A2

3.4 EHRRGEHERE

YU BT W I HABR 2 2 W 500, R B 1 e A8 e B ok A A ok
HAEBEPCAENEEMRER, HEBERNE, M550 E) 2 )5 i
®, R KAERERRSGE ERSGER S MEER, Bl B SR
HEAHEMH S MERERMERHE . AREHLRBMHENE, Bahstnl Ly
JE)o BRARMR G5 A 22t 5 000 52 Bl ) A 55 e 2R O i AR AN TE 4
EIEHIH R . BRI 02 H R Bl B BSR4, 1%IH BT
HUR 55 2 BN R Ak RVEH IS T RE TN ELEGHT & nl RETC IR ARAS SE PR S
FAHIE, AR EETOA RE s S S n] A B b B AR X i 55 a2 B ). EE
JRCSC R LA R By e I SRV R B, I EL R RE SR HARAR S5 &

Yrdi A AR ANRIAE O-RTT 3% Early Data FUEL, HATRERITEERIE L, TLS
1.3 1-RTT fin%ds o 7 By (LS iealy . 81 AEAD  Jnaes 5 B g Hef fise st 1
Nonce #f Ao £E O-RTT gy F /720, S — iRy b R R e T 20E —
BAIELE IR GS ar, KTH— T BIRHIPTER, AR5 ar R RESE a5 5 S AR AL
PR PIWrE A HE WRE P i A AR BE e H O A, AU SRG RS
HHARR, AR AR R 2 TCERIM R A B L. TLS 1.3 45 17— ik
fi ke O-RTT P i s IAI: AEIR ST e — e 2 RIREs, Shrd—
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MERAEHIXAN 2 JPIRES, A4 O-RTT 48 Ty iy 85— W 280t v] LA
XA PSR 22 R IR SR FI 2 A5 B A

BEXT O-RTT HUE ALty . Moo =AM 1 alad A SR 210 O-RTT %4
PEFFAEARHATE AT . Ol B #UR O-RTT JH B IFFELIRAF TR, K%~ O-RTT
THEF A IS5 4 M55 % IEWALTE PSK fift 4t Early Data, AR 55 # P AT Wi B Y
BRAEAL ISR . 2. 2 G528 BT, RAE — B IS5 4 Ras, RIHE
i EAAT N MR G5 A B 2 A O-RTT JHE R EIA . Boadi & n] LU I Javascript
FRISAER P e B HEE &30 O-RTT 33K, 76 MEIMnT, k8% i
RPN R BB R G ISR, SRS O-RTT RS, 23801
oE 2 g5 A AL O-RTT HhfdfaiifoR . Heln& A4 1 2 KR AT

3.5 Bl —MREERIBE

2012 4 Lan Sun {1 Zhao Luo < A [16] 2t 13T LR SFTA DT 1 HBM -
975 1 B e Y B A 2 — S i B TR AR o5 a8 48 40 . wl T
G 55— MR QU I [ G E R BERL 3 2 9o ISR A — IR 2]
WA TPy R ERGE, AR TR AT LSRRI E. T i E R Ry
HAE AT S H P A BRI
LA — P A
TR E R LT SRR, RO AL 5 s E AR R A ) 2. B
SUAN, CATEFT T RAERA 55 o IXLEt T LAE S dn bt A rp i A, LA
i B AR5 AOBUT Z TS AR T
2. 2R BRI R
R R o s P R U R O 1 ME— RO BB 5, TR e AT e e
FHRELAE §o AERXFEOLY . BGEERICEPATER, FOVER SR,
EIQ R KA BRIF AR IR E 7 i A0 — MR I, & i L E SR e
PR TR G R AR L IS5 v o BN, JHRRE(E 4 BRI 200 R
ME AT RREL, R EM IR E A A& D, R, RS E O 2 0E e AT
FIRYTT . 5 HACE % P A ST ae RO E DL ECHT Bl th . ARG G
B EERPUL G RS — PR e M aa kit — A
IR 2GS, HBGEE RIS amlnyErR . SRS it AR,
R 55 A AE AR 55 P i IR F IR R . i R REAILGE RS R 6 fh
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FEFLERED o A0, Db Al RES AR UGS 4. ROk — 2L =15 2

FEIE 2 P s %2 e S8G . BGhE ] DMEASK RN I EOHE (4

FERIE IR 15 WL I 55 e S Br 2R ) L I IR S5 132 1% B 0H 2.
3. B JE) A

[N B B2 By 1 B R o — R 5 1 Al e W SE BN ] [R] 25 . filan

IR 554 78 1 RR A IR IR R] e 2% P o ARV [ IR 55 4 AR TH IR, AR

THE PSR [ R AT, IR R HOAER . IS5 AR i [ BAE

SHVEEIRZENINHR . XM R R RS e AT A (D) BELEL,

I HL2 P i AN 2 [ IR S5 1 SR AL Bk U2 T R A 5 PR T B R

Bodi, S5 deae & BRI TR R A A R, o Boads nl LA o
3.6 BFEIZERERMKIMUERINE

£:7% Marc Fischlin f{1 Felix Giinther [[17] fff 53 EiH ~ O-RTT Fy2c4tE, LA
N RFC Hi@ BT B RO U7 %o S SEBLMH IS G e IR T sty . 55—
Tt et A Ticker @AM IG5 #eAE Q1 Ticker Az nf LI A AU, (&
FFOI I Ticker AYRTIR], 7E Redis ZdfErp, LA Ticker /F74 Key, GRS [RIVE N
Value {47, IR E AR A Ticker B, M Redis ZarhaRIE AT H], S8)5
A EENE T, RS T AL Early Data Hipg%E, I BB 4R F 52005
1-RTT. JR&#8 % %] NewSessionTicket H111Y Ticket Lifetime U Z & 7 K,
BT RAR, IR EARCHN 5 s, (TR ERALE Ry, I H Rk
Ticket Age Add FH T-318% P i % £ 11 Obfuscated Ticket Age i HAN[A], 4K
Ticket Lifetime (314, K== F) A BAA7) + Ticket Age Add #5223, IR 45 #5451k %] 0-RTT
HBffiz, {di F Obfuscated Ticket Age - Ticket Age Add 1% H! Ticker [ % Ticker
Age, FIEHEZEHHUH 1Y) Ticker G ZE R (A L. W1ER Ticker Age 7% Ticket Lifetime
N, RGeS O-RTT, [eZ 4648 0-RTT. A LIAEH A I hn_EARIER 8
DR

S5 AR R A AT Ticker 2R o IR 55 @ A2 0 B — 1% Pt & 15 Y NewS-
essionTicket H114 Ticker /& H Ticket Nonce #fi:F HKDF 4E il , £RIE T A A% ) v
WAAE Y Ticker, {ER55 4 nk Ticker [ I}, # Ticker /4 Key, 1 {24 Value
PRAFE] Redis Z0dn i, RAFFITA A ARG Tickero 2% 73 fd ] O-RTT 42 FAYHY
foe, IS5 aeiid A9 AY Binder 3L Jor, MELHGRER A Ticker 2 S/F/E, AR
% S AR @ AR Y Ticker — i REAE Redis 4l iR H RS W 20 . S8 )5 1%

17



WICH H K E N TUR

52 0-RTT. FFHMER Redis XJ ) [ Ticker. #IFRETH O-RTT, HIXREEIL N 55 &1
Binder #47, {H/2/E &k Redis Zdfa R AR RN 2, R 48 B30 0-RTT, i
H ClientHello Hf#] Key Share 24317 1-RTT #& T

B=AEM, SE S DS A . RS ERAE AR A Ticker fRA7E]
Redis £rifs R AR, 3505 Redis 2082 Fh R A7 Ticker ARSI IH], 5 ELEAS S
[FJ55T Ticker Lifetime. 4 Ticker il $1)i5 . AEM IS A ZMHEREG AL HIHY Ticket,
W 2 I EEE . IS5 an FElE) O-RTT, B5Ghadr Ticker 271, anifid
W, MK 2R 2 B SR X R Y Ticker, [AIH#IA] Ticker 280, JIR55as al LATE 48t
0-RTT 53K, AIMEHREANZS, WIR[ED . Ticker (YA E], FRUIBA LN,
BE— 254G & Binder 215 IE .

S DA I 5 o R B2 S (19 O-RTT 353K o IS5 2eiic®] O-RTT I, M
Resumption secret 51 Early Data [fi#%5 %254, fi#%25 Early Data 9K J5HI W 25 2 4E
WEEVERIER, FIWOR S B AE R VSR, IRAR, IRSaRGS1E4
0-RTT, JEREEIFERARERVF, 2D GET iERKITIF— Wk X i -
RTT %1% GET >Rk, Al LARI DT AR IR ok, RZE0H GET i 5KAR 2 175K
M55 di ERIERSTHR, SiENGEE T GET iKY O-RTT #daty, &2 Haefl
5 ot & AR DU R . AN IS AR R PR B TR A L A SR R

SBIEE . WSO Barly Data 353K 5, RS ST o Neinx Szl AR LA
1% & proxy_set header Early-Data $ssl_early data; [ J5 i AR 553 P LA ) 7 2
M EREZIXA O-RTT 455K AAERE, Jaumils54E48 O-RTT Zdgii iy, I Hk
1% 425 Too Early [rfc8470] IR7ASAS .

SRS A2 % I AE O-RTT Hrg ik H LML ATER, N T RIESGE
HEMEIEEAREREE. LG RET O-RTT RiXEAZLN, FI
A A VR EAT], (HRMRREEE R AT AL 42, A REMIR [RGB 15 2
2o BARRFHREFPr LA, (H e g — Bl o9l O-RTT &k firf £dl. 18
Chrome 7, 7E#ETHIIANZHI{UL L GET 53K,

s AT AT 1R 58 MGty MRS RS 2 #e— 1K 0-
RTT %0l , sZWAR— Ko i Ticker 2e5t, LA 55 g [A—1> Redis £rifs %
TRAF Ticker, Z4E4f" Ticker 1E53 A ARG HIHYME—PE, TEERAR Y IR S5 #0444 il Y
Ticker R {72 223 Redis Hfa /i, 48— 4E4P Ticker ME—EATERON . LERETR—
Bl o5 ARl 2] O-RTT By, 952 A s FERT I Y Ticker, AALE28—ik
KAEFAR BT, FFHI Ticker BOAEHN], TG Binder FUIERiTE. I
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H EARL O-RTT [EHE, ik dyie g RO K EENT G GRS, SHp— 15
sRATIA) Ticker Mz, W LARCEBUE IR ZE, By 1B 34151 Ticker,
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FNE MLS5ER

H 34 1 webpack 4761 THIF %, 15174E 9020 ¥, 1MAR 554514 T Node.js
FA, IBATAE 8600 [T, A s IAS[R], 0 b e 9D [0 5 SR AR L 1E 25 7 i A1l
FranImfE, FRERCEATE, K 9020 v [HH R & 2 8600 Ui [ 1. [FIHS 4 1 4
WebSocket il{5, 5 #5Eilil & i WebSocket IR 4%, 5 [njHuhl A~ T2 http/https,
M2 ws/wsso LEW YT a/ Ik 55255 (1 H] Websocket #546L 1-RTT #2 A1 0-RTT 42
T, ST DUE Se 4T I-RTT 48T, 27 itk pk 32 75 Y BEAILEL. 32 5 %540, 1l
F x25519 kit B N5H, A1F ClientHello 2 &35 25 AR 5545, IR G545 &) ClientHello
JEt AR 32 FRERIAG 32 FATRAE, [RIAEAE ] x25519 fhideit B, IFHAE
ME P ma AT AR, BJ5 4Gk ServerHello 255 F ' i o

% P A AR 55 A T G R B AR N o SER D TSRS
HKDF i85 %40, 115 Ticker f1 Binder. % /' ¥iffi H] O-RTT 48 T, {8 FH X
WS N Early Data I & 3625 I 5545 . IS5 S U4 R S8 Hh A A B
. IET Certificate JHIE AR 0% P, SAaEH- S U PITHA Certificate
Verify &IEE)% P, fela i HFAHA BB E T4 #E, &% Finished 2. &1
Ui i 3 A TS Finished 4B Z XRG4, BT E A scH. IRSHS
BFTNIE.

R 55 asF2Ul 2 %5 P ) Finished /25, FTLLE A IR M X NewSessionTicker
HE, T2 0-RTT 48 T Wil 0-RTT I, E5EH 45— H) WebSocket 1%
e, FRIRFT IR RS, {6 ]H WebSocket IR, 2 7 i B ot & AP 2 5 H
X R 44 ) Ticket, W5A 5 AN B 85 Localstorage HH3sEEUM B Y Ticket, {4 1]
ZHTRAE TR E B e SRS E . 2 [F] ClientHello — & IX45 RS54, R
F5 A Ticket, JWr Ticket AR, IEHHZ FIHEURG Z46 48 FIHEER . Ik
FI| iR 55 Finished JH 2 Y25 P iiih 75 %2 & 1% EndOfEarlyData JH 24 U] B C 54X
i R 5E o

L2725 7 Ui FAR 55 s i (50 1] JavaScript () Buffer 4544, {88 il WebSocket & ik 1H 12
i, FREAIECAMG R N T ITEMES, S IEH. FHEE R ERE
fr o MiEHRE Redis A0 — 7 5880 1R, {1 Node js 1EN G G M54, it
PUEMIIRE . AR T E&ReS 2 EmiR s 4, ks B 2R A
FE, KRBT EYIR. KR SR,

G3 IR &GS BT R 1L ke A Ticker 2T iH. 2. K Ticker /2
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ARAE o 3. $ i PR SR I2 77717 47 Early Data f3ER G, #E— B HIWR AN
THERIER . B PSR R AR 55 i 4E il PSK R Ticker 71 Binder, Hrfr Ticker
ARIPRAABE D 5 700, SRR IRAFEIER . IAE Ticker A5 2UH N A S ATIL
o (A AR R Ticker, W LABE RY%, FEAMES.

X$F Ticker ARUHNAYIER; O-RTT, Jo ki id 5 ] HKDF ) PSK 15 Hi %
B, fi#4 Early Datao 55 @i B I Ticker sl BLMUALETAY Ticker, #RHE
R4, 'S ERAGETRR R, ARG 10 4, FrEeEl 60 #h. ZR I 1. B
9 O-RTT 353K K, Ji G ] AR Rk R HI B AR % O-RTT i Hein
AR I [ BEH oK 0-RTT, ZAICLF RS £, R Ll o5 demiiin)ie
R Pt O-RTT, 2 1 HE_EAR 5545 ) OB i LA 4 O-RTT,

CPU A7E

100
75

50

AR

25

0 4
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B [8)/s

P 1 RS54 TR AR A
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FHE ZHEERE

51 B4

nes

R BT S us T &, AF T.H webpack. vuejs. Node.js. expressjs -t %]
IRZIAE, bR R BRI, B E RSO, B8 NERAIEIATT, FREE5T )
FARINRE. WITT a3 Y ds i s, BANAIE T e R R, (R e T ik
EBIAbREE, AR R XANEHE A1 DA . SEIGERE R 22 3] JavaScript 1]
C/IC+HiEF R R, Hp R IIZ JavaScript [N 4Ia17/E V8 5% F, ARE
BHEARENAE, ERBIEPAER. MEETE. B SIEERIE R, FHEHR
JavaScript H1 Buffer #241, 181 #4F Buffer fUBRAE N A —EI%L, RIS —EIN ]
WREIESY , TEZmAEHH RS D IR o

TLS 1.3 PSR E & MFRIEEE . MAC Bk, Br S M EE mYI8
WS, USSR AIR I o XIFRINE Bk e EAAL . nIIEN] %41y AEAD
Bk, HEiiigss 2 AES-256-GCM. ChaCha20-poly1305. ¥4 M NE AL
e LUS S B, DA 2 AR RE R S A K s R [ th e s i . &
[Efi ] SHA-2 3%, SHA-1 AWM 1o A H (EC)DH #4H7cH, &3
I A PR PEAIAE ] RSA X R 55 an I MEREEK, LAS RSA FASHHI GRS A B HY X
K o

TRE R TLS 1.3, JE B AT LA gk — 20 2% RS, R IN 22 4 PE BE A
PRBE. X TLS 1.3 1Y O-RTT EJf My, A LASEINAE Ticker AR N HIHT BT
., JFEHAMREE RS, A BRI AR S5 #5 09 5 SR I AT AR 2, AR T
P& O-RTT Z 4k, 55 il LA 58 4 4 0-RTT. 45— o4& Ticker HAX
SHANME—VE— R, FTRARST O-RTT, [HEos 3 nEdR R 5 154E, It
F54aERE. FEHE—: o4 Ticker ARUWHIUN Early Data i5R L4 5, #RIEEER
55T B R IE AL TR A AL B O-RTT. A O-RTT 48 AU E B2 4 Wi 2
BB RS ai g . Wi 1-RTT 1 0-RTT 48 Fxftb: 1-RTT BT
TCP # I 163 TLS 58 jidE T & IX 5 — D IE KEHEFERS 0.025504 2+, 0-RTT 45
N TCP 2 FJ1RE) TLS Kk FIREARAERT 0.002199 ), JHEFETT 1 91.37%.
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52 RE

ARTSCSEG I AR AT B, RV S R REAR U O-RTT RY B, AT REAEAERL
RS TR A LM, T3NS 0-RTT HYRTIAN R EE AR A ¥ . A
BREAE LAY TLS A T oA e i 1R PR VE (Rl 2015 4F, Young Kyung Lee
1 Dong Hoon Lee [18] 55 A& H M H] X /MR E S AT RT 1A 2 2 1 AR s B
L. 2017 4 4 H Giinther, Felix and Hale [[19] S¢ A& H R B —Ffr ] 283 1) 25 5H =
BT E, T RN SRR — IR LR R AR 95 1 . 2017 4 6 H ., Hale,
Britta and Jager [20] & A Hi nlIiE B 4 2 1 ] R 280 . fH(E 56T TLS 1.3 11
O-RTT [Rl@RES T B, NN P A Mg s g2 s, SH 2R o 4%
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Mt A HKDF

HKDF 55— §2H, Xt AR B PIA HE T5e 0, Aoy th [ e I A9 Do fil
P (PRK)

function hkdf extract( hash, hash_len, ikm, salt ) {
const b__ikm = Buffer.isBuffer( ikm ) ? ikm : Buffer.from( ikm );
const b_salt = ( salt && salt.length ) ? Buffer.from( salt ) : Buffer.alloc( hash_ len, 0 );

return createHmac( hash, b_salt ).update( b_ikm ).digest();

b
HKDF 55 20 #fifg. 45— D htI R Man e, 248 (OKM)

function hkdf expand( hash, hash_len, prk, length, info ) {
const b_info = Buffer.from( info || 7 );
const info_ len = b__info.length;
const steps = Math.ceil( length / hash_len );
if ( steps > OxFF ) {
throw new Error( ‘OKM length ${length} is too long for ${hash} hash‘ );

// use single buffer with unnecessary create/copy/move operations
const t = Buffer.alloc( hash_len * steps + info_len + 1 );

[/ T=T@Q)[T2)[T@E)| .. | T(N)
for (let ¢ =1, start = 0, end = 0; ¢ <= steps; ++c ) {
// add info

b__info.copy( t, end );
// add counter
t[ end + info_len | = ¢;

createHmac( hash, prk )
// use view: T(C) = T(C-1) | info | C
// BT(C-1) t.slice( start, end + info_len + 1)
.update( t.slice ( start, end + info_len + 1))
.digest /()
// put back to the same buffer
// end ERFIEHALE
// bufl.copy(buf2, 8); bufl £ #|%| buf2 8 fr & Ff#5 &
.copy( t, end );

start = end; // used for T(C-1) start

end += hash_len; // used for T(C-1) end & overall end

return t. slice ( 0, length );

b

SCHEH) HKDF pREL, T — R U — ki e
function hkdf( ikm, length, { salt="", info="", hash="SHA-256" } = {} ) {

salt = nonce(length)
hash = hash.toLowerCase().replace( -, ”’ );
// 0. Hash length
const hash len = 32
// 1. extract
const prk = hkdf extract( hash, hash_ len, ikm, salt );
// 2. expand
return hkdf_expand( hash, hash_ len, prk, length, info );
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Mt B AEAD

AEAD 53R 5EHE: ChaCha20 i a5k . 55— M &8 THEEIatl
FEFE. SR IIRAER R, A 10 AT ERA 10 $e 5 Bk, 1L 20 ReistE, H
W LA RAETR 2 4 R 2 — B uRE. DRI AR B AEFERI )
UEACRERERR N, 152 512 AZ R PILERR . 28 =% 9] LERrm A SRl

IR AR

var Chacha20 = function(key, nonce, counter) {
this.input = new Uint32Array(16);

// https://tools. ietf .org/html/draft-irtf- cfrg-chacha20-poly1305-01#section-2.3
this.input[0] = 1634760805;
this.input[l] = 857760878;
this.input[2] = 2036477234;
this.input[3] = 1797285236;
this.input[4] = USTO32_LE(key, 0);
this.input[5] = USTO32_LE(key, 4);

] 8);

]

]

]

this.input[7] = USTO32_LE(key, 12);
this.input[8] = U8TO32_LE(key, 16);
this.input[9] = USTO32 LE(key, 20);

(

(
this.input[6] = U8T032_LE(key,

(

(

this.input[10] = USTO32_LE(key, 24);
this.input[11] = U8TO32_LE(key, 28);
this.input[12] = counter;

this.input[13] = U8TO32_LE(nonce, 0);
this.input[14] = U8TO32_LE(nonce, 4);
this.input[15] = U8TO32_LE(nonce, 8);

V07> — A4
Chacha20.prototype.quarterRound = functlon(x a, b, c,d){
x[a] 4+= x[b]; x[d] = ROTATE(x[d] ~ x[a], 16);

]
x[c] 4+= x[d]; x[b] = ROTATE(x[b] ~ x[c], 12);
x[a] += x[b]; x[d] = ROTATE(x[d] ~ x[a], 8);
x[c] += x[d]; x[b] = ROTATE(x[b] ~ x[c], 7);

)

poly1305 i%: Hp N\ 32 P A PIAMER RIS LR, S 16 7Y
MAC. K870 8 T Pak 7Y, MAALEL. poly1305 BY# 9 (i ] ChaCha20 A% fit
JEHIFERE o

DA

poly1305_key__gen(key,nonce):
counter = 0
block = chacha20_ block(key,counter,nonce)
return block [0..31]
end
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Mt C TLS 1.3 IKESH

C1 FFumIk7sHl

START <----+
Send ClientHello | | Recv HelloRetryRequest
[K_send = early data] |
v |
/ WAIT SH -+

| | Recv ServerHello
| | K_recv = handshake

| Recv CertificateVerify

Recv Finished

Can | v
send | WAIT_EE
early | | Recv EncryptedExtensions
data | Fomee Fomee +
| Using | | Using certificate
| PSK | v
| | WAIT_CERT_CR
| | Recv | | Recv CertificateRequest
| | Certificate | v
| | | WAIT__CERT
| | | | Recv Certificate
| | v v
| | WAIT_CV
\ |
| +> WAIT_FINISHED <+
\ |
\ | [Send EndOfEarlyDatal
| K_send = handshake
| [Send Certificate [+ CertificateVerify ||
Can send | Send Finished
app data --> | K_send = K_recv = application
after here v

CONNECTED
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C.2 RFB|IKEH

START <-----+
Recv ClientHello | | Send HelloRetryRequest
v |
RECVD_CH -+
| Select parameters

v
NEGOTIATED
| Send ServerHello
| K_send = handshake
Send EncryptedExtensions
[Send CertificateRequest]

|
Can send | [Send Certificate + CertificateVerify |
app data | Send Finished
after --> | K_send = application
here +-- F-- +
No 0-RTT | | O-RTT
| \
K recv = handshake | | K recv = early data
[Skip decrypt errors] | = +------ > WAIT EOED -+
| | Recv | | Recv EndOfEarlyData
| | early data | | K recv = handshake
| Hommmmes + |
| |
+> WAIT_ FLIGHT2 <-------- +
PR B
No auth | | Client auth
| \
| v
| WAIT CERT
| Recv | | Recv Certificate
| empty | v
| Certificate |  WAIT CV
| | | Recv
| v | CertificateVerify
+-> WAIT FINISHED <---+

| Recv Finished
| K_recv = application
v

CONNECTED
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iz D ZASHIAEE

0
|

v

PSK -> HKDF-Extract = Early Secret

+-----> Derive-Secret (., ”ext_binder” | "res, binder”, ””)
| = binder_key

+— > Derive-Secret (., ”c e, traffic”, ClientHello)
| = client__early_ traffic_ secret

+— > Derive-Secret (., ”e exp master”, ClientHello)
| = early_exporter__master_ secret

Derive-Secret (., "derived”, ””)

v
(EC)DHE -> HKDF-Extract = Handshake Secret

+-----> Derive-Secret (., "c hs traffic”,
| ClientHello ... ServerHello)
| = client__handshake traffic secret

+---—> Derive-Secret (., ”s hs  traffic”,
| ClientHello ... ServerHello)
| = server handshake traffic secret

Derive-Secret (., ”derived”, ””)

v
0 -> HKDF-Extract = Master Secret

+-----> Derive-Secret (., "c aptraffic”,

| ClientHello ... server Finished)

| = client__application__ traffic_secret_ 0
+-----> Derive-Secret (., "s ap_ traffic”,

| ClientHello ... server Finished)

| = server__application__traffic_secret_ 0
+-----> Derive-Secret (., "exp_master”,

| ClientHello ... server Finished)

| = exporter_master_ secret

+-----> Derive-Secret (., "res master”,

ClientHello ... client Finished)
= resumption_ master_ secret

JURIA -

» HKDF-Extract H{£[&] £, ©NMTHRIRI Salt 240, M/AMFRIL IKM 241,
CHH R, A0 g R 445K

* Derive-Secret [ Secret 2% L NI Fi=Lkf57/~. N, Early Secret J2&4E %,

client _early traffic_secret [ Secret.

* 70” I~ Hash.length 775 F4F I E R
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